CAUDEP

Cucrema Kpuntorpadonyeckou
3awmnTbl MHPopmauum LLngpp-VPN

3allMLLEHHbIE BUPTYanbHbLIE CETU

OO0 “Caidep BNC”: Bnaa KoBTyH
Hukonan banbys



CAUDEP
Agenda

3a4yeM 3TO HY)KHO?

CylwecTBytouime pelleHuns

Ha 4To 0OpaTnTb BHUMaAHKE

[MpepnoxeHune ot komnaHmn Candpep - Candep Wndp-VPN
o OnucaHune
o CoctaB
o BapwuaHTbl npuMeHeHus

o Anroputmbl
o [lponssoanTenbHOCTb

e BHeapeHus
e Bonpoctil ...



CAUDEP
3a4yeM 3TO HYXHO

e OpraHmsauuns 3awmeHHON CBA3M BHYTPU KOMMNaHNK - Mexay odomcamum,
dounnanamun, yaganeHHsIMuU nogpasgerieHnamMu.

e OpraHusauuns 3alnLLEHHON CBA3M C NAapTHEPAMN UIN KNUEHTaMW.

e 3awmTa OaHHbIX NMpU nepegadun no OTKPbITbIM KaHanam CBs3U C
MCNONb30BaHNUEM HaUMOHAIbHbIX KpUNTorpadouyecknx ctTaHgapToB

OcTpo BO3HMKaET HeobxoammocTb npu noctpoeHuns KC3W ansa pacnpeneneHHbix
NTC.



CyLiecTBylolme peLleHmns

Mponssoantens

00O Astop

00O Astop

AO UNT

AO NNT

Peannsauus
cepBepa/knueHTa

MporpammHas

AnnapaTtHas

AnnapaTHas/lMporpammMmHas

AnnapaTHasi/AnnapaTtHas

Peluenne

CryptolP VPN

CryptolP

3axucT 3’egHaHb-2
Bapbep-301 mini
bapbep-301

Baxuct IP-noToky
Kanan-201
Kanan-301
Kanan-401

*- ONA cpedHecTaTUCTUYECKOro noToka

MponyckHast cnocobHoOCTL,
M6/c

[o 30

[o 30

o 125
[o 250

o 125
[o 1000
o 1000-5000

CAUDEP

YpoBeHb

TpancnopTHbIv (TCP, UDP)

CeteBown (IP, IP Sec)

TpaHcnopTHbI (TCP)

CeteBown (IP)



CyLiecTBylolme peLleHmns

Mponssoantens Peannsauums Peluenne
cepBepa/knMeHTa
OOO WUT uHxuHupuHr | lNporpammHas Cisco UVPN

(o6opynoBanue Cisco)

OO0 UT nHxuHupunr | lNMporpammHas HP Encryptor UA
(o6opynoBanne HPE)

*- ONA cpedHecTaTUCTUYECKOro noToka

CAUDEP

MponyckHasa YpoBeHb
cnocobHocTh*, M6/c

[o 80 (SW) TpaHcnopTHbIn (TCP, UDP)
o 100 (HW)
o 550 (HW)
o 970 (HW)

o 900 (HW) TpaHcnopTHbIn (TCP, UDP)
o 60 (simple HW)
o 95 (vSW)



Ha 4To 0bpaTtnTb BHUMaAHNE

[MbKoCTb 1 yoobCTBO ynpaBneHns Knovyamm
Yao6cTBO akcnnyaTaunm n HTerpaumnm

[MBKkoCTb N yOobCTBO HACTPOUKN CETU

CKopoCTb nepeaayn gaHHbIX

[lepcnekTnBHOCTb (NoaaepXXMBaEMble anropuTMbl)
OpueHTauus Ha obnayHble TEXHONOrMm

LLinpoknn cnekTp nogaepxmsaemMbix nnatdopm

CAUDEP



CAUDEP

UTto npepnaraet Candep?

Cucrtema Kpuntorpagouieckon 3aLnThl
nHgpopmauum “LLndgpp-VPN”



CAUDEP
CK3U Wundp-VPN

Cuctema kpuntorpadgudeckon 3awmtel MHdopmaunm Wndp-VPN npeacrasnser
NporpamMMHbIA UNKU NporpaMmMHo-annapaTHbIA KOMMJIEKC, OCHOBaAHHbIN Ha
pacrnpocTpaHEHHOM 1 NpoBepeHHOM BpeMeHeM npoTokone OpenVPN ¢
nogaepxkom SSL/TLS.

Mo>keT BbINOMNHATLCS B 3aLLMULLIEHHOM annapaTHOM UCMOSTHEHUN,
OcHoBaH Ha base;

e bubnunotek kpuntorpadgpunyecknx npummntmueos Wndp+ v2.1*
e boratom onbiTe komnanmn Candoep

*-umeeTcs ﬂ,eVICTByPOU.lee NOo3NTUBHOE 3KCNEPTHOE 3aKimlto4eHUe "occneucBAsmn 8



CAUDEP

[TpenmyulectBa npotokona OpenVPN

Mcnonb3oBaHne npotokosia OpenVPN Ha ocHoBe SSL/TLS obecneunBaert:

[Mpo3payHocTb npoxoxaeHua Firewall, Proxy, NAT no cpaBHeHuiO C
LT2P/IPsec

Bonee BbICOKYO NPOM3BOAUTENIBHOCTL NMPU MEHbLLEM 0ObEME
noTpebnsemMblX BblYUCIIUTENBHbLIX pecypcoB no cpaBHeHUto ¢ LT2P/IPsec
[MooaepkKy nNpoToKonoB TpaHcnopTHoro yposHs TCP, UDP

CxaTune Tpaduka ¢ nomoulbto anroputmos LZO, ZIP

[ MOKOCTb HACTPOMKN HA CTOPOHE KITMEHTOB, NOCPEACTBOM
npenycTaHOBNEHHbIX KOHUIrypaunoHHbIX doannos



CAUDEP
Kntoun LICK/ALCK

e [logoepxka kntoven nagaHHbix ALICK
o [lpoBepka ctaTyca ceptucpukata no OCSP
o BepeHune cnucok gosepeHHbix LICK Ha cepepe VPN
o BepeHune cnucok paspelueHHbIX nonb3oBaTenen Ha cepeepe VPN

e [loogepxka knoyen nsgaHHbix BHyTpeHHUM LICK
o Wcnonb3osaHue CK3U “LLUngp-X.509” (Bo3amoxxHa akkpeamntTaums)
o Wcnonb3osaHne CK3U “lLUndgp-xCA” (ana BHyTpEHHEro UCcnosib30BaHus):
m RSA, ECDSA, [ICTY 4145-2002
m  SHA-2,TOCT 34.311-95, ICTY 7564:2014
m  AES, I'OCT 28147-89, AACTY 7624:2014
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CAUDEP
KnoyeBble HocUuTenu

e AnnapaTHbIN KITto4eBOWN HOCUTESb (MAaCCUBHBIN PEXNM)
o Aladdin/SafeNet/Gemalto eToken

ABTOp SecureToken-337

ABecT AvestKey

OduT EfitKey

N opyrve

e dannosbIN KNOYEBOW HOCUTESb
o PFX/PKCS#12 (ALUCK HAOY, ALLCK OwapnbaHk n gpyrue)

JKS (AUCK lMpnBaTtbaHkK)

Key-6.dat (LUCK noctpoeHHble Ha ocHoBe AO UINT)

PZ2 (ALICK YkpauHa, nocne koHBepTauum B Key-6.dat)

o O O

O

o O O
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CAUDEP
[TnaTtdpopMbl U apXUTEKTYpa

e AnnapaTHble nnaTgopmbl

o x86, x86-64 (AES NI, CLMUL, SSE, AVX)
o ARMv6, ARMv7, ARMv8

[ OI'IepaLI,VIOHHbIe CUCTEMDI

o Cepsep: Windows, Linux, FreeBSD
o Knwnent: Windows, Linux, MacOS, Android*, iOS*

[ ) Bapl/IaHTbI MCNoJ1Ib30BaAHNA
o KnuneHt-CepBep
o CeTtb-CeTb (Cepep-CepBep)

e BepneHue xypHana ayauTta cepsepe
e MoHUTOPUHI cocTosAHUSA cepBepa

*-CTOPOHHMX pa3paboTYNKOB, COBMECTUMOCTb AN MEXAYHAPOAHbIX KpUnTorpadmuyecknux anroputMos 1 2



CAUDEP

MHTerpauns n macutabmupoBaHme

e banaHcuposka Tpaduka
o Heckonbko cepsepoB VPN paboTatoT Kak oanH
e Arperauns Tpaduka
o HeckonbKo BUpPTYasbHbIX CETEBbLIX MHTEPJENCOB
e [lapannenbHas paboTta Heckornbknx cepsepoB VPN
o Heckonbko cepsepoB VPN Ha ogHOM omu3nyeckom unm BupTyasibHOM cepBepe, C pa3HOCOM
no noptam

e Bo03MOXHOCTb paboThl kak Ha U3NYECKOM TaK U BUPTYyarbHOM
obopynoBaHun
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CAUDEP
OnuncaHume

e CummeTpuyHoe WunpoBaHue

AOCTY 7654:2014

o AES (128, 192, 256), nogaepKka annapaTHOro yCKOPeHus

o HACTY TOCT 28147:2009

o DEA/TDEA (64/192)

o OLI
o ECDSA (npocTtoe, oBoM4YHOE none), nogaepxka annapaTHOro yCKopeHus
o [ACTY 4145:2002, nogaepxka annapaTHOro yCKOpeHus
o RSA (PKCS#1v1.5,v2.2)

e Xew-(pyHKUMA
o [OCTY 7564:2014
o TOCT 34.311-95
o SHA-1, SHA-2

O
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CAUDEP
CepBep CepBep (CeTb-CeTb)

Jaxd LEeHE Mepea
192.168.0.0/24

3axd WeHa Mepea
192.168.30.0/24

: I | I
| | | |
| | | |
| Cepee | 10.3.0.1 10.3.0.2 | Cense |
| REER | BipTyaneHuil iHTepdenc tund BipTyaneHWi iHTepdelc tun0 I REER |
| 192.168.0.80 B2 212.53.46.25 178.54.68.15 192 168.30.81 I

|
| |
B -em- & -Ex- B
| : etho athl etho ethl | :
| CepBep | Cepeep MyGniHa mepesa | Internet) Cepeep I Cepeep |
| | W ndp-YvPH L mdyp-\ P | |
| | | |
| | | |
| | | |
| |
| CepBep | | CepBep |
| | | |



CAUDEP
KnneHnTt-CepBep

s -

Cepeep
10301

BipTyaneHui iHTepdeic tund
192 168.0.80 &= 212 53.46.25

BigganeHWA KAieHT
173.89.94.12

[ ]
etho etht Prszizasns N
Cepeep BinnaneHWA KNIEHT
Cepeep MyBniuHa mepexa (Internet) 198.34.182.77
LW ndp-VPN

Cepeep

JaxMlLEHE MEpEHa BinaaneHWid KnieHT

192 168.0.0/24 188.77.23.54

““““ J 16



KnneHTt-CepBep (pasHble ceTun)

|_ _____ al
| |
| |
| !
| |
| Cepeep I
JaNMILEHE MEPEKE |
| 192 168.1.0/24
L 1
| | ==
| | etho
==
| | ethi
| | ==
th2
| Cepsep I eth
FaXMILEHE MEPEHKE |
| 192.168.2.0/24
TR ]
| |
| |
| !
| |
| Cepeep |
JaxMLLEHE MEPEHE |
| 192.168.3.0/24

103512
BipTyaneHui iHTepdeic tund
192.168.1.80 (= 212534625

10.3.1.3
BipTyaneHui iHTepdeic tunD
192.168.2.80 [=  212.53.46.25

10314
BipTyaneHuid iHTepdeic tunD
192168 3.80 &= | 212534625

-

etha

Cepeep MNyBniuHa mepeka (Internet)

L ndp-VPN

CAUDEP

Bigaane Hui KNieHT
173.89.9412

P oREE N

BigaaneHwi kaieHT
198.34.182 77

Binaane HWIA HAIEHT
188.77.2354
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CAUDEP
CocTasn

e [locTpoeHue 3awuieHHoro TyHHens Cepeep-Cepsep (CeTb-CeTb):
o Cepsep Wndgp-VPN
o Cepsep Wndgp-VPN
e [locTpoeHue 3awmeHHoro TyHHensa KnneHT-Cepsep (kntoun ALLCK):
o Cepsep Wndp-VPN
o KnueHt Wndp-VPN
e [locTpoeHue 3awuieHHoro TyHHensa KnneHt-Cepeep (kntoun ceoero LICK):
o Cepsep Wndgpp-VPN
Knnent Wndp-VPN

@]
o UCK Wndpp-xCA (ons reHepauunmn n ynpasreHns Krnodamn KIIMEHTOB U CEpBEPOB)
o UCK Wndp-X.509 (ansa reHepauumn n ynpasneHus Krovammn KNMEHTOB U CepBeEpPOB)
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CAU®DEP
[Ipon3BoanTENbHOCTL (arperauyns)®

Anroputm TCP, Mb/s UDP, Mb/s
AES-256 (NI) 720 920
FOCT 28147-89 100 200
ACTY 7624:2014 500 900

*-I'IpOI'IyCKHaFI CNOCOOHOCTL NOKa3aHa npu arperaumnn 4-x nornyeckmnx kaHanos VPN c
NCNosib3oBaHNEM 4-X A0ep npoueccopa.

Cepsep (huanyeckuin): KnueHT (domsnyecknin):
e CPU: Intel Xeon E5450 3.0 GHz e CPU: Intel Core i5-6400 2.7 GHz
e RAM:8GB e RAM: 16 GB
e HDD: 60 GB e HDD:1TB
e OS: CentOS Linux v7 x86-64 i

OS: Windows 10 x86-64 1 9



CAUDEP

*
[lpon3BoANUTENBLHOCTDL
Anroputm TCP, Mb/s UDP, Mb/s
AES-256 (NI) 190 290
FOCT 28147-89 30 55
OCTY 7624:2014 140 260

*-I'IpOI'IyCKHaFI CNOCOOHOCTbL NOKa3aHa Ha OAHO AOPO npoueccopa. I'IpM HeobxoanMmMocTH,
nponyckHas CNOCOBOHOCTbL MOXET ObITb YBEJIMYEHAa 3a CHeT arperaumnm BupTyalibHbIX KaHanoB

Cepsep (huanyeckuin): KnueHT (domsnyecknin):
e CPU: Intel Xeon E5450 3.0 GHz e CPU: Intel Core i5-6400 2.7 GHz
e RAM:8GB e RAM: 16 GB
e HDD: 60 GB e HDD:1TB
e OS: CentOS Linux v7 x86-64 i

OS: Windows 10 x86-64 2 O



CAUDEP
OO0O0 “Caundep BNC”

Hukonan banbys:  nb@cipher.kiev.ua

Bnag KoBTyH: vk@cipher.kiev.ua

Bonpochb!?

www: https://cipher.kiev.ua

21


mailto:nb@cipher.kiev.ua
mailto:vk@cipher.kiev.ua
https://cipher.kiev.ua

