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AKTYanbHOCTb

HoBble anropuTMbl U MaTeMaTu4yeckme Teopunmn

(KpuBble DaBapaca, HOoBble)

YBenunyeHue ymncna aaep CPU

Pa3zButme HanpaB/IeHUN:

B BcrtpauBaemsble cuctemnl (IoT, Phones, Tablets, ...)
B Cepsepbl (ARM64, MIPS64)

Pa3BuTUE pasnnyHbiX annapaTHbIX nNaaTdopM:

B x86, x86-64 (cepBepa 1 BCTpamBaeMbie)
ARM, ARM64 (cepBepa 1 BCTpamBaeMble)
MIPS, MIPS64 (cepBepa 1 BCTpanBaeMbie)
Power




CyTb 3a4a4u

[lporpaMMHbie MaaTHopM: KoMnunaTopsbl:
00 Windows O Microsoft C++
O Linux [0 GCC
g Xladcosd 1 CLang

ndroi

O Intel C++

O i0S
L v apyrue

YnyduieHHas noaaepXka MHOronoTo4YHOCTU Ha ypoBHe OC, A3bIKOB
NpOrpaMMmMpPoOBaHUSA U KOMMUNSATOPOB




CyTb 3a4a4u

loanep)kXKka passiMyHbiX aropuTMOB:

MexayHapoaHbIX

B RSA, ECDSA, ECGDSA, EACDSA
m DES, TDES, AES

m SHA-1, SHA-2, SHA-3
HaunoHanbHbIX (HOBbIE)

B ACTY 7624:2014

m [ACTY 7564:2014

HaunoHanbHbIX (CTapble)
B [OCT 28147/-89
B [OCT 34.311-95




CyTb 3a4a4u

loaaep>Xka pa3nmnyHbix pacwmperHnmn CPU:

x86/x86-64

AES-NI

SSE/AVX/AVX2

CLMUL

ADX

YcnoBHble nepexoabl 6e3 BeTBAeHUM

ARM

B YcnoBHble nepexoabl 6e3 BeTBIeHUM
H NEON
B CLMUL




[lpeanoXeHHble peleHnd

A3bIKOBbIE pelleHund:

YHUDULUMPOBAHHBIN N MpeackasyeMblin
MHTEpdeunc

CCbIIKM 1 MUHUMU3ALUNSA YKa3aTeien
LLIa610HbI

PasBopaynBaHue LLIMKIOB
YHuBepcanbHble KOHCTPYKLINK
be3onacHbIN KoA

YMHOe ynpaBnieHune naMsaTbio




[IpepnoXxeHHble peleHnd

A3bIKOBbIE pelleHund:

TexHonorna OpenMP

MNopaanepxka pacwumnpeHumn CPU B RunTime
PacnapannennBaHune Ha yposHe CPU




ApXUTEKTYpPaA.
[1peanoXXeHHble pelleHns

ACTY 4145:2002

ECDSA, ECGDSA, ECKAS-DH, ECKAS-MQV
EC over GF(2™) EC over GF(pp)
Field GF(2™) Field GF(pm)

Special Mod BarrettMod




ApXUTEKTYpPaA.
[1peanoXXeHHble pelleHns

Ring

Montgomery Ring

BarrettMod

Largelnt




[lpegnoxeHHble: Integers

AnroputMmyeckmue onTuMmnsauunmn.

BbiaeneHbl knaccol BigInt (4o 512 6uTt) v
Largelnt (6bonee 512 6uT)

BigInt noaaep>xuBaeT NpuMHyauUTENnbHOE
pa3BepThbiBaHME LUUKIIOB

Largelnt noaaep>xmneaet paboty c 6onblLINMU
6/il0KkamMy NamMaTn, C LMKIaMu

YMHOXEeHUE C OTNOXEHHbIM NMEPEHOCOM
(BO3MOXXHOCTb pacnapannenuBaThb)
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[lpegnoxeHHble: Integers

AnroputMmyeckmue onTuMmnsauunmn.
YyeT pa3Mepa MaWMHHOro cfoBa
[peaBblYUCNEHUS ANS BO3BeAeHUS B CTeneHb

YyeT nsMeHeHus ABOUYHOW AJIMHbI YUCEN NpU
MHBEPTUPOBAHUM
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[IpennoxxeHHble: ModReducelnt

AnroputMmyeckmue onTuMmnsauunmn.

Cneundunyeckmne anropuTmbl Ans rncesao-
MepceHa ducen

Anroput™m bappeTtTta, B 06L1em Buae, Ha OCHOBE
onepaunim YMHOXEHUS C OT/I0XKEHHbIM
nepeHoCcoM, C BO3MOXXHOCTbIO
pacrnapannenmBaHus

ApndmMmeTnka MoHTromepu
YyeT pasMepa MallMHHOIo CsioBa
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[lpeanoxeHHble: ModReducePoly

AnroputMmyeckmue onTuMmnsauunmn.

Cneundunyeckme anropmutMbl ang TpuHOMMUANOB
N NeHTaHoOMManoB

ANropuUTM C NpeaBblYNCAEHUAMU 1S
NpPOU3BOJSIbHOIrO MOAY/S

YyeT pa3Mepa MallMHHOIO cfioBa
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3amMepbl NpOM3BOAUTENBHOCTM

BbJ/1IOYHDbIE
CMMMETPMUYHDLIE LLUNOPDLI




YcnoBuga akcnepmuMmeHTa #1

8 threads, 2.6 GHz, 6 MB Smart
Cache)

RAM: 16 GB

OS: Windows 10 x86-64
Ymncno noBTopoB 1 MJIH.
PasMep AaHHbIX: 16 Kb
EanHunubl namepeHnn: Mb/c

CPU: Intel Core i7-6700HQ (4 cores,
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[lpon3BoanTenbHOCTb #1 (x86)

[OCT 28147-89
AES NI-128

AES NI-192

AES NI-256

DES

TDES

NICTY 7624:2014 [128-128]
NICTY 7624:2014 [128-256]
NICTY 7624:2014 [256-256]
NICTY 7624:2014 [256-512]

ACTY 7624:2014 [512-512]

48.69

2216.78

1936.18

1560.80

57.88

21.61

93.59

66.22

78.93

61.77

60.11

48.38

515.01

476.50

435.77

55.02

21.79

85.42

64.05

74.07

58.97

58.53

45.34

698.43

640.00

570.73

56.82

21.91

87.34

64.31

74.42

60.57

60.34

43.65

845.02

749.79

645.39

61.77

22.56

93.58

66.51

76.23

60.80

60.44

43.38

764.61

689.54

592.86

58.31

22.26

89.82

65.39

74.77

62.51

62.26

17.28

0.39

0.35

0.68

0.65

1.04

86.5

176.9

149.8

129.8

62.4

224

92.75

66.19

78.14

61.80

63.32

0.39

0.36

0.68

0.65

1.04

46.11

38.87

45.43

39.78

38.02

36.09

31.139

31.88

28.99

29.03

4414

32.91

Bl

29.54

30.46
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[Ilpon3BoanTeNbHOCTb #1 (X64)

FOCT 28147-89

AES NI-128

AES NI-192

AES NI-256

DES

TDES

ACTY 7624:2014 [128-128]
ACTY 7624:2014 [128-256]
ACTY 7624:2014 [256-256]
ACTY 7624:2014 [256-512]

ACTY 7624:2014 [512-512]

44.65

2282.95

212497

1738.53

64.57

22.48

128.22

97.93

128.12

111.64

120.22

40.07

542.41

509.86

469.59

62.76

22.70

126.22

92.82

122.22

97.93

112.63

40.59

805.42

692.34

645.39

59.42

21.55

124.24

93.82

128.64

104.19

120.22

41.34

955.98

768.31

768.63

62.54

22.56

135.24

100.68

130.24

104.19

120.24

40.72

805.042

695.34

695.34

57.88

21.78

130.24

97.93

128.22

104.19

120.22

16.31

0.71

0.691

1.32

1.23

1.95

81.7

179.3

176.3

149.2

69.6

222

131.24

95.53

133.58

103.83

120.92

0.71

0.691

1.32

1.23

1:95

70.71

60.97

61.89

53.89

62.51

57.45

53.89

46.48

43.46

41.67

62.51

47.41

65.12

50.45

57.89
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3amMepbl NpOM3BOAUTENBHOCTM

XEW-oYHKLUMN N KOA4bI
AYTEHTUOUKALIUN




YcnoBuga akcnepuMmeHTa #2

8 threads, 2.6 GHz, 6 MB Smart
Cache)

RAM: 16 GB

OS: Windows 10 x86-64
Ymncno noBTopoB 1 MJIH.
PasMep AaHHbIX: 16 Kb
EanHunubl namepeHnn: Mb/c

CPU: Intel Core i7-6700HQ (4 cores,
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[Tpon3BoanTENbHOCTb #2 (X86)

MOCT 34.311-95
ACTY 7564:2014-256
ACTY 7564:2014-384
ACTY 7564:2014-512
SHA-1

SHA-224

SHA-256

SHA-384

SHA-512
SHA-512/224
SHA-512/256

34.41
67.70
44.40
44.23
325.52
140.76
138.27
88.27
88.27
87.29
89.29

34.11
66.63
44.40
43.87
332.44
140.76
139.51
88.27
87.78
87.29
87.29

67.14
45.00
44.10
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[Ilpon3BoaAnTENbHOCTb #2 (X64)

MOCT 34.311-95
ACTY 7564:2014-256
ACTY 7564:2014-384
ACTY 7564:2014-512
SHA-1

SHA-224

SHA-256

SHA-384

SHA-512
SHA-512/224
SHA-512/256

34.87

101.79
75.62

75.59

422.30
148.81
148.81
244.14
256.15
252.01
260.42

34.49 -
101.39 101.07
76.10 76.40
75.62 75.73

400.64
151.70

153.186 -
260.42 -

260.42
260.42

260.42
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3amMepbl NpOM3BOAUTENBHOCTM

LNDOPOBAA NOAINMUCD




YcnoBusa akcnepuMeHTa #3

CPU: Intel Core i7-6700HQ (4 cores,
8 threads, 2.6 GHz, 6 MB Smart
Cache)

RAM: 16 GB
OS: Windows 10 x86-64
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YcnoBusa akcnepuMeHTa #3

[0 Pa3mep gaHHbIX: COOTBETCTBYET pa3Mepy
KNto4a
0 EAnHMUbI U3SMepeHumn: mMc
L [Npun noctaHoBKe SLUI1 BbiNnONHAETCSA
dopMupoBaHue npeanoanucu, rae
BbINOJIHAETCA:
B O®opMmupoBaHue E-napameTpa npeanoanmcu Ha OCHOBE
reHepaTtopa lNCI1 BCTpOeHHOro B A3bIK
nporpaMMumpoBaHuA.

B dopmMupoBaHue F-napaMeTpa Ha OCHOBE CKansApHOro
YMHOXEHUS.
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YcnoBusa akcnepuMeHTa #3

[0 Ncnonb3yeTca ckandapHoe yMHOXeHune B
NPOEKTUBHbIX KoopanHaTax Jloneca-[axaba u
MoHTromepu ladder.

[l PaccMmaTpuBaloTcd KpuBble:
B CornacHo ACTY 4145:2002 n coBMeCTHOro npukasa

MuHuctepcrtea roctuumn, Noccneuyceasum 20.08.2012
N°1236/5/453.
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[Tpon3BoanTeENnbHOCTb #3 (X86)

0.336 0.354 0.395 0.423 0.445 0.724 0.93 1.45 2.568 3.540

0.349 0.369 0.401 0.426 0.46 0.754 0.935 1.388 2.570 3.550

0.366 0.372 0.403 0.429 0.461 0.765 0.937 1.435 2.576 3.559

0.367 0.378 0.428 0.456 0.482 0.792 0.999 1.489 2.882 3.851

* - npu npoBepke 3LM, kaxaoe ckansapHOE YMHOXEHME BbINOMHAETCS B 26
OTAENbHOM MOTOKE.



[IponsBoanTENbHOCTb #3 (X64)

0.21 0.224 0.246 0.240 0.260 0.571 0.748 0.952 1.414 2.081

0.217 0.226 0.248 0.244 0.264 0.576 0.762 0.956 1.428 2.151

0.228 0.228 0.252 0.259 0.267 0.58 0.764 0.995 1.44 2.159

0.237 0.248 0.259 0.258 0.285 0.536 0.785 1.041 1.527 2.292

* - npu npoBepke 3LM, kaxaoe ckansapHOE YMHOXEHME BbINOMHAETCS B 27
OTAENbHOM MOTOKE.



YcnoBuga akcnepunMmeHTa #4

[0 Ncnonb3yeTca ckandapHoe yMHOXeHune B
NPOEKTUBHbIX KoopanHaTax Jloneca-[axaba u
MoHTromepu ladder.

[l PaccMmaTpuBaloTcd KpuBble:
B NIST FIPS 186-3
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[Tpon3BoanTeNnbHOCTb #4 (X86)

0.470 0.709 1.351 3.093 5.352 0.354 0.751 1.095 2.947 7.975

0.479 0.726 1.382 3.159 5.451 0.356 0.758 1.102 2.96 8.093

0.532 0.756 1.489 3.434 5.789 0.402 0.781 1.148 3.108 8.54

* - npu npoBepke 3LM, kaxaoe ckansapHOE YMHOXEHME BbINOMHAETCS B 29
OTAENbHOM MOTOKE.



[Ilpon3BoaANTENNbHOCTb #4 (X64)

0.148 0.386 0.558 1.053 1.301 0.215 0.56 0.895 1.94 3.948

0.156 0.398 0.564 1.055 1.281 0.218 0.567 0.901 1.967 4.007

0.168 0.424 0.613 1.16 1.409 0.235 0.605 0.967 2.084 4.23

* - npu npoBepke 3LM, kaxaoe ckansapHOE YMHOXEHME BbINOMHAETCS B 30
OTAENbHOM MOTOKE.



YcnoBua akcnepuMeHTa #5

[0 Ncnonb3yeTca ckandapHoe yMHOXeHune B
NPOEKTUBHbIX KoopanHaTax Jloneca-[axaba u
MoHTromepu ladder.

[l PaccMmaTpuBaloTcd KpuBble:
M NIST FIPS 186-3
B RFC 5639 (Brainpool). Kpusble Hag nonamu GF(p),
rae p-npocroe yncno obuiero smaa.
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[lpon3BoanTenbHOCTb #5 (xX86)

1.487 2.461 3.672 5.1939.413 17.10 34.66 2.09 4.78 9.837 20.0 66.21

0.741 1.228 1.837 2.572 4.765 8.63 18.43 0.394 0.778 1.167 3.151 8.42

0.8171.33 2.017 2.874 5.094 8.64 19.57 0.4190.84 1.278 3.406 8.992

* - npu npoBepke 3LM, kaxaoe ckansapHOE YMHOXEHME BbINOMHAETCS B 32
OTAENbHOM MOTOKE.



[lpounsBoanTENbHOCTb #5 (X64)

0.5420.67 1.0831.17 2.00 2.98 6.33 1.1952.6965.63 10.6930.68

0.2790.3140.5610.6 0.9541.56 3.24 0.2090.5790.8771.8463.871

0.2950.3710.6080.6691.0661.75 3.4570.2420.6130.9442.0654.153

* - npu npoBepke 3LM, kaxaoe ckansapHOE YMHOXEHME BbINOMHAETCS B 33
OTAENbHOM MOTOKE.



YcnoBuga akcnepunMmeHTa #6

O lNNpu reHepauum Kao4Yenm NCNonb3oBasics
reHepaTop MNCI n3 ACTY 4145:2002 Ha ocHoBe
[OCT 28147/-89

0 VMcnonb3yeTca Bo3BeAeHUE B CTEMNEHb Ha
OCHoBe npeasbiyncneHnn w-NAF ¢
NCMoJsib30BaHneM apudpmeTmnkm MoHTromepm.

L Anga reHepauun npocTbiX Yncen p u g
ncrnosiblyercsa anroputm PabuHa-Munnepa, rae
YUCIO UCnbiTaHun paBHo 50,

O [Anda HarnaaHoCTU, NpuBoAdATCA 3HAa4YeHUsa angd
ny6nn4HOM 3KCNoHeHTbl e=65537.
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[Tpon3BoaANTENBHOCTb #6 (X86)

1.356 9.879 32.053 74.012 169.96 576.57 3001.7 4378 - 34195

0.329 1.295 3.574 5.156 8.657 20.58 62.98 77.56 - 313.26

* - o4eHb MeasnieHHbIV reHepaTop MNCrI 35



[Ipoun3BoaAnNTENBHOCTb #6 (X64)

13.0 70.0 383.0 345.0 3391.0 2803.0 42947 129166 699716 -

0.239 1.536 5.005 12.237 27.28 95.33 486.67 711.88 - 5573.6

0.086 0.379 0.77 1.291 2.107 4.84 14.807 19.09 - 77.69

* - o4eHb MeasnieHHbIV reHepaTop MNCrI 36



3amMepbl NpOM3BOAUTENBHOCTM

IPHONE 4S
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YcnoBusa akcnepuMeHTa

Device: iPhone 4S
CPU: Apple A5 (ARM Cortex-A9)

RAM: 256 MB

ANropuTMbil.

B BCLL:
O ACTY 7624:2014 256/256
O FOCT 28147-89
O AES-256
B SOLi[]:
O OCTY 4145:2002+ACTY 7564:2014
O ECDSA+SHA-256
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LindpoBasa noanucek. 1CTY4145.
YcnoBuga akcnepuMeHTa #/

Xew-pyHkuna: ACTY 7564:2014-256
PasMep naHHbiX: 10 6aunt

EaVHMLUBI n3MepeHnin: McC

[Mpn noctaHoBke UM ACTY 414:2002
BbIMNOJIHAETCSA (DOpMUPOBaAHME Npeanoarnncu,

rge BblMNMOJIHAETCHA.

B QPopMmupoBaHue E-napamerpa npeanoanncu Ha oCcHoOBE
reHepaTopa [NCI1 onncaHHoro B AACTY 4145:2002 Ha
ocHoBe OCT 2847-89.

B QPopMmumpoBaHue F-napamMeTpa Ha OCHOBE CKaNApHOro
YMHOXeHUS.

o000
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LindpoBasa noanucek. 1CTY4145.
YcnoBuga akcnepuMeHTa #/

[0 Ncnonb3yeTca ckandapHoe yMHOXeHune B
NPOEKTUBHbIX KoopanHaTax Jloneca-[axaba u
MoHTromepu ladder.

[l PaccMmaTpuBaloTcd KpuBble:
B CornacHo ACTY 4145:2002 n coBMeCTHOro npukasa
MuHuctepcrtea roctuumn, Noccneuyceasum 20.08.2012

N21236/5/453.
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LindpoBasa noanucb. ECDSA.
YcnoBusa akcnepmuMmeHTa #8

o000

Xew-pyHkumnsa: SHA-256

PasMep naHHbiX: 10 6aunt

EAnMHMLUBI U3MepeHnn: McC

[1pn noctaHoBke JLI1T ECDSA BbinonHAeTCS
dopMunpoBaHue NceAoCAy4YanHOro napamMmeTpa
Ha ocHoBe reHepatopa [1CI1 onncaHHoro B
ANCTY 4145:2002 Ha ocHoBe OCT 2847/-89.
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LindpoBasa noanucb. ECDSA.
YcnoBusa akcnepmuMmeHTa #8

[0 Ncnonb3yeTca ckandapHoe yMHOXeHune B
NPOEKTUBHbIX KoopanHaTax Jloneca-[axaba u
MoHTromepu ladder.

[l PaccMmaTpuBaloTcd KpuBble:
B NIST FIPS 186-3 (Haa npocTbiM NOJIEM)
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LindpoBasa noanuce.
[Ipon3BoAUTENBLHOCTb #/7 N #8

B-163 B-257 B-431 P-192 P-384 P-521
7 8 9 7 8 10
10 18 37 10 39 68
13 26 68 15 68 118
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CuMmMeTpuyHoe wmndpoBaHue.
YcnoBuga akcnepuMmeHTa #9

[0 BnoyHble Wnopobl:
m [OCT 28147/-89
B [ACTY 7624:2014 256/256
B AES-256

O Pexum: CTR
[0 Pa3mep aaHHbIX: 1 610K
0 EanHMUblI U3SMEepeHumn: mc
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CuMmMeTpuyHoe wmndpoBaHue.
[Ipon3BOoANTENBHOCTb #9

3awundposaThb |PacwundpoBaTb
FOCT 28147-89 35 35
AES-256 36 37
ACTY 7624:2014 [256-256] 37 37
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HanbHenwune HanpaBaeHus

L

L
L
L

[TooaepXXKa pacnapannennBaHusa anga paaa
PEXXMMOB OJI0UYHbIX WNPPOB

Noaanepxka texHonornn CUDA anga nnat@opMbl
x86/x86-64 Ana accUMeTpUYHbIX afirOpUTMOB
PaclumnpeHune nepeyHd noaaepXxXmBaeMbliX
MHCTPYKUUN ANnsa pasnnyHbix apxutektyp CPU
[looaep>XkKa KpuBbiX 2a4Bapaca u MoHTromMepu
U3 Crnncka bepHuTenHa:
http://safecurves.cr.yp.to/equation.htmi

46



Bonpochbl?

Cnacmnbo 3a BHMMaHue!
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000 «Caundep BUC»

Bnaa KoBTYH
AHapen OXpuUMeHKO

email:vk@cipher.kiev.ua, ao@cipher.kiev.ua
www: http://cipher.kiev.ua
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